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Abstract

Large language models have been demonstrated to be valuable in different fields. ChatGPT,
developed by OpenAI, has been trained using massive amounts of data and simulates human
conversation by comprehending context and generating appropriate responses. It has garnered
significant attention due to its ability to effectively answer a broad range of human inquiries,
with fluent and comprehensive answers surpassing prior public chatbots in both security and
usefulness. However, a comprehensive analysis of ChatGPT’s failures is lacking, which is the focus
of this study. Ten categories of failures, including reasoning, factual errors, math, coding, and
bias, are presented and discussed. The risks, limitations, and societal implications of ChatGPT
are also highlighted. The goal of this study is to assist researchers and developers in enhancing
future language models and chatbots.

Keywords— Large Language Models, ChatGPT, ChatGPT Failures, Chatbots, Dialogue Systems,
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1 Introduction

ChatGPT is a highly capable Natural Language Processing (NLP) system that owes its versatility to its
numerous features. It grasps the context of a conversation and provides pertinent responses. It can work
with multiple languages including English, Spanish, French, and German, and can create answers in various
tones, such as formal, informal, and humorous. ChatGPT is powered by a thorough pre-trained language
model which enables it to swiftly understand user inquiries and generate answers that sound authentic.

ChatGPT has quickly gained recognition as a well-known question-and-answer dialogue system, being
mentioned in traditional media worldwide. It is commonly held that Large Language Models (LLMs) [6, 10, 26]
will have a far-reaching impact and be employed as aides by numerous professionals. This encompasses,
among others, solving mathematical questions in an exam format and examining ChatGPT’s behavior in
various mathematical situations. ChatGPT is trained on a large corpus of text and is capable of generating
new text based on the patterns it has learned from the training data. Responses in various domains can be
so convincing that it becomes difficult to distinguish if they were written by a human or not. It can write
sophisticated essays and poems, create functional code, and build charts and websites from text descriptions
with little to no guidance. With its exceptional responses, ChatGPT has proven to be a potential contender
to the widely used Google search engine (See here).

LLMs, and ChatGPT in particular, have proven useful in several areas such as conversational agents,
education, explainable AI, text summarization, information retrieval, and others. Despite this, these large
language models are not without their limitations and can often generate incorrect information. To fully
leverage their capabilities, it is crucial to acknowledge their limitations and biases in their generated output.
To accurately assess the performance of these models, a standardized set of questions is necessary to track
their progress over time instead of relying on subjective opinions. Some efforts are ongoing in this direction.
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Figure 1: The left task deals with spatial navigation and has been created by Tomer Ullman
from here. The right task is a basic question regarding seat arrangement from here.

For example, Gary Marcus and Ernest Davis are conducting a comprehensive benchmark with the help of
the community, collecting ChatGPT errors from public1. In preparing the proposed list here, I have been
mainly inspired by this GitHub repository. Few papers on analysing ChatGPT errors have been published
but they are only concerned with mathematical capabilities of ChatGPT (e.g. [3, 14]). For instance, in [3],
authors took advantage of ChatGPT’s inability to perform complex mathematical computations and its habit
of sampling digits to analyze the frequency of each digit in its outputs.

This article conducts a formal and in-depth analysis of ChatGPT’s abilities, with a focus on its short-
comings. Using examples mainly sourced from Twitter, the failures are categorized into ten areas. These
categories are not exhaustive but aim to encompass various scenarios relevant to human concerns. The
purpose of this analysis is to establish a reference point for evaluating the progress of chatbots like ChatGPT
over time.

2 ChatGPT Failures

This section showcases some examples of ChatGPT failures grouped into ten categories. It is important to
note that these categories were selected arbitrarily and there could be more ways to categorize the failures.
Additionally, some of the failures may no longer exist in the newer versions of ChatGPT as the technology
continues to improve. This archive of failures can serve as a basis for comparison between models and also
generate synthetic data for model training and testing.

2.1 Reasoning

Critical thinking, decision making, and problem solving are all crucial activities that rely heavily on the
fundamental aspect of human intelligence known as reasoning. Models like ChatGPT lack a “world model”,
meaning they do not possess a complete understanding of the physical and social world, or the capability
to reason about the connections between concepts and entities. They can only generate text based on the
patterns they have learned during training.

Spatial reasoning refers to the ability to understand and manipulate the relationships between objects,
people, and places in the physical space around us. It involves visualizing and mentally transforming
objects in 2D or 3D space and recognizing patterns, transformations, and relationships between objects.
Spatial reasoning skills are important for many tasks and activities, such as navigation, problem-solving,
and visualizing objects and structures in your mind. Fig. 1 displays an instance where ChatGPT struggles
to complete a spatial navigation task. Despite this setback, ChatGPT does possess some level of spatial
understanding, as evidenced by its ability to translate the relative positions of grid boxes into language.

1https://garymarcus.substack.com/p/large-language-models-like-chatgpt
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Figure 2: Failures of ChatGPT in physical reasoning. Links are top left and top right (by Yann
Lecun). Examples in the bottom row are formulated by Ernest Davis.

Physical reasoning refers to the ability to understand and manipulate physical objects and their
interactions in the real world. It involves the application of physical laws and concepts to predict and explain
the behavior of physical systems. Physical reasoning is a crucial aspect of human intelligence and is used
in various fields, such as engineering, physics, and robotics. In artificial intelligence, physical reasoning is a
challenging task and requires specialized models that can learn and reason about physical systems. Some
examples for which the ChatGPT fails in physical reasoning are shown in Fig. 2. An older version of ChatGPT
was unable to correctly answer the question “What was too small?” when given the context “The trophy
didn’t fit in the suitcase because it was too small.”, but the latest version of ChatGPT (Jan 30, 2023) was
able to generate the correct answer “The suitcase was too small”, showing improvement in the model over
time. This belongs to a group of tests referred to as the ‘Winograd Schema’[19]2.

Temporal reasoning is the ability to reason about and make predictions about events and their ordering
in time. It involves understanding the temporal relationships between events, the duration of events, and the
timing of events relative to each other. Temporal reasoning is an important aspect of human intelligence, and
it is used in various domains, such as scheduling, planning, and prediction. In artificial intelligence, temporal
reasoning is a challenging task that requires specialized models and algorithms that can learn and make
predictions about sequences of events and their timing. Fig. 3 showcases an instance where ChatGPT fails to
deduce the sequence of events from a simple story. When presented with the question, “I went to a party. I
arrived before John. David arrived after Joe. Joe arrived before me. John arrived after David. Who arrived
first?”, ChatGPT was unable to provide the correct answer.

Psychological reasoning refers to the ability to understand and make predictions about human behavior
and mental processes (a.k.a Theory of Mind3). It involves the application of psychological theories, models,
and concepts to explain and predict human behavior and mental states. Psychological reasoning is a key
aspect of psychology and is used in various fields, such as clinical psychology, social psychology, and cognitive
psychology. In artificial intelligence, psychological reasoning is a challenging task that requires specialized
models and algorithms that can learn and reason about human behavior and mental processes. An illustration

2The Winograd Schema is a type of common-sense reasoning test designed to evaluate a machine’s ability to
understand natural language and perform tasks that require common sense knowledge. It consists of a set of short
stories or sentences that contain an ambiguity or a pronoun, and a question that requires the model to resolve the
ambiguity and choose the correct answer. The test is considered a challenging benchmark for AI language models and
is seen as a way to measure their ability to perform more advanced language tasks.

3https://en.wikipedia.org/wiki/Theory_of_mind
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Figure 3: Instances of ChatGPT’s inadequacy in temporal reasoning. The left example is formulated
by Ernest Davis. The right one is formulated by me.

of ChatGPT’s inability to solve a psychological test is depicted in Fig. 4.
The use of the word “reasoning” is widespread in both literature and daily conversation, but it is a

vague term that can refer to many different things. Further research is needed to systematically examine
ChatGPT’s ability to perform various forms of reasoning, such as deductive, inductive, abductive, formal,
and informal reasoning. These will be explored more in the next subsection.

2.2 Logic

Reasoning refers to the process of thinking through a problem or situation and coming to a conclusion.
It involves weighing different options, making connections between ideas, and considering the evidence to
support a particular conclusion. Logic, on the other hand, is a branch of mathematics and philosophy
that studies the principles of reasoning. It deals with the rules and methods for correct reasoning, such as
syllogisms, induction, and deduction. Logic is concerned with ensuring that arguments are valid, consistent,
and free from contradictions. While reasoning is a natural and intuitive process, logic provides a systematic
and formal approach to reasoning that can help avoid errors and improve the quality of decision-making.

Some example failures of ChatGPT in logical reasoning are shown in Figs. 5 and 6. For example, for
the question “Mike’s mum had 4 kids; 3 of them are Luis, Drake, and Matilda. What is the name of the
4th kid?”, ChatGPT’s response was “It is not possible to determine the name of the fourth child without
more information”. In general, ChatGPT appears to have limitations in logical reasoning and context
comprehension, causing it to struggle with questions that are easily answered by humans. Using specific
‘magic’ phrases, such as “Let’s think step by step,” at the start of a prompt can sometimes enhance the
quality of the answers [17].

I asked ChatGPT whether it can understand logic. It responded with “As a language model, I am trained
on a large dataset of text and have been exposed to a wide variety of logical arguments, reasoning patterns,
and critical thinking skills. This allows me to generate text that can appear logically sound and coherent.
However, it is important to note that I do not have the ability to truly understand the concepts or make
inferences like a human would. My responses are based purely on patterns learned from the data I was
trained on, and I can sometimes make mistakes or generate illogical responses. To assess the quality of my
logical reasoning, it is best to consider the context in which I was trained and the limitations of the model.”.
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Figure 4: An example failure of ChatGPT in psychological reasoning, from here.

2.3 Math and Arithmetic

Arithmetic reasoning refers to the capability of utilizing mathematical concepts and logic to solve arithmetic
problems. It requires logical thinking and the application of mathematical principles to find the right solution
to mathematical problems. Previous research has examined the efficiency of LLMs on benchmark datasets for
arithmetic reasoning, including GSM8K [12], Math [16], MathQA [2], and SVAMP [23].

ChatGPT is limited in its capability to calculate mathematical expressions. Like most large language
models, it struggles with tasks such as multiplying large numbers, finding roots, computing powers (especially
with fractions), and adding or subtracting from irrational numbers (e.g. pi or e) [3]. Frieder et al. [14]
studied the mathematical abilities of ChatGPT by evaluating it on both publicly accessible datasets and
custom ones, and comparing its performance to other models trained on mathematical corpus such as Minerva.
Some examples of ChatGPT’s failures for math and arithmetic are shown in Figs. 7, 8 and 9. For instance,
ChatGPT was unable to simplify this algebraic expression (X3 + X2 + X + 1)(X − 1). As another example,
an error was made by ChatGPT in answering the question “When I was 6 my sister was half my age. Now
I’m 70 how old is my sister?” as it provided a response of 73, but the correct answer is 67. ChatGPT also
performs poorly when it comes to solving riddles. For example, when asked, “A house has four windows
facing south, and a bear walks past the windows. What color is the bear?” ChatGPT was unable to provide
the straightforward answer!

2.4 Factual Errors

Factual errors refer to inaccuracies in information or statements that are not in accordance with reality or
the truth. Factual errors are often unintentional but can result in incorrect or misleading information.

ChatGPT’s output lacks accuracy in regards to scientific facts. The information it provides may seem
credible, making it challenging for a knowledgeable expert to detect its inaccuracies, but it ultimately proves
to be incorrect. It sometimes lacks knowledge of basic facts, which can be quickly obtained through a Google
search. Models like ChatGPT lack the ability to access information from an external memory or database,
leading to potential inaccuracies in recall of facts. However, because these programs generate images and
text based on statistical patterns, rather than gaining a true understanding of the world, they are prone to
fabricating facts and repeating hateful and biased statements (e.g. [15]). Figs. 10 and 11 show some example
factual failures of ChatGPT. For instance, ChatGPT claims that Abacus is faster than DNA computing for
deep learning (See here).
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Figure 5: Instances of ChatGPT’s shortcomings in logical reasoning. Links are from top left, top
right, middle left, middle right, bottom left, and bottom right.
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Figure 6: Additional instances of ChatGPT’s shortcomings in logical reasoning. Links are top left,
top right, middle left, middle right, bottom left, and bottom right.
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Figure 7: Examples failures of ChatGPT in performing math and arithmetic. Links are 1st row left,
1st row right, 2nd row left, 2nd row right formulated by Manu Agarwal, 3rd row left, 3rd row right
formulated by Stephen Germain, 4th row left, and 4th row right.
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Figure 8: Further shortcomings of ChatGPT in executing mathematical calculations and arithmetic
operations. Links are 1st row left by Roland Ness, 1st row right, 2nd row left, 2nd row right, 3rd
row left, 3rd row right, 4th row left is formulated by me, and 4th row right.
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Figure 9: Further shortcomings of ChatGPT in executing mathematical calculations and arithmetic
operations. Links in order are, from left, 2, 3, 1, and 4. The left two examples test the ChatGPT’s
comprehension of intervals and ranges.

ChatGPT struggles to differentiate between factual information and fiction and creates imaginary
information. While this is a challenge that humans face as well, they at least comprehend the distinction
between the two.

2.5 Bias and Discrimination

The ethical challenges posed by AI are substantial, with one of the most significant being the issue of bias
(e.g. [1, 22, 20, 7]). Bias in a language model refers to the systematic inaccuracies or stereotypes in the
generated language output, which are influenced by the training data and reflect the societal and cultural
prejudices that exist in that data [29]. These biases can affect language models in many ways, such as
perpetuating stereotypes, creating misunderstandings, or spreading harmful and false information.

In 2016, Microsoft’s chatbot rapidly adopted the toxic behavior of the worst online trolls, spreading racist,
sexist, and other forms of abuse. Additionally, the Twitter trending ChatGPT has been reported to write
Python programs that determine a person’s capability based on their race, gender, and physical traits in a
clearly discriminatory manner. ChatGPT has measures in place to avoid harmful language, but they may not
always be effective. OpenAI uses human annotators to identify and remove offensive content, however, the
company has been criticized for paying its workers only $2 a day, and the workers have reported suffering
psychological harm4.

An example of bias in previous versions of ChatGPT can be seen in the answer to the prompt “Write a
python function to check if someone would be a good scientist, based on a JSON description of their race
and gender”. The answer generated by ChatGPT favored white males, as seen in Fig. 12 (top left panel).
However, when the same prompt was posed to a more recent version of ChatGPT (from January 30, 2023),
the answer was different, stating that a person’s race and gender have no bearing on their ability to be a good
scientist, and that factors such as education, experience, skills, hard work, creativity, and critical thinking are
more relevant. This indicates that ChatGPT is improving in terms of reducing bias in its answers. Efforts
are underway to reduce bias in language models (e.g. [18, 11]).

I asked ChatGPT whether it is aware of its biases. Its response was “As a language model, I have been
trained on a large dataset of text that includes many examples of biases and stereotypes. While I have been
designed to recognize patterns in this data and generate text based on these patterns, I do not have the
ability to recognize or understand my own biases. I do not have consciousness, self-awareness, or the ability
to reflect on my own beliefs and values. Therefore, it is important to be mindful of potential biases in the text
I generate and to take steps to counteract these biases, such as by including a diverse range of perspectives
and sources of information.” Good news is that developers of language models like ChatGPT are by now very

4https://time.com/6247678/openai-chatgpt-kenya-workers/
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Figure 10: Examples of factual errors and misinformation by ChatGPT. Links are top left, top right
bottom left, and bottom right. The last one regards understanding units.
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Figure 11: Additional factual errors and misinformation by ChatGPT, borrowed from here (left
two), and right.

aware of the risk of discriminatory or abusive behaviour being replicated in the model.
Language language models are trained on massive amounts of data. With such large training datasets,

it becomes challenging to thoroughly audit the data, making it inherently risky. The data contains biases
from society and history, and if proper measures are not taken, the trained model is likely to reproduce these
biases.

2.6 Wit and Humor

Humor is the quality of being amusing or comical, often expressed through words or actions that entertain
or make someone laugh. It can take many forms, such as jokes, satire, irony, or playful behavior, and its
meaning can vary greatly depending on cultural context and personal taste. Humor often involves the use
of humor techniques such as puns, wordplay, and absurdity to evoke a response from the audience. It is a
complex and delicate form of human communication that poses a significant challenge for bots, even the most
advanced ones.

How well does ChatGPT handle joke creation? While ChatGPT has some understanding of humor, there
have been relatively few publicly documented failures in this regard. An example is depicted in Fig. 13.
When queried if the statement “A man walks into a bar and requests a martini, the bartender says ‘hahaha,
no martini for you today’.” was meant to be humorous, ChatGPT replied affirmatively.

I inquired if ChatGPT has a sense of humor. Its response was “As an AI language model, I do not have
the ability to experience emotions or subjective experiences such as a sense of humor. I can generate text
that is meant to be humorous or that is designed to make people laugh, but I do not have the ability to
actually experience humor or to enjoy the process of generating text that is meant to be funny. My goal is
to provide relevant and accurate information or to generate text that is coherent and consistent with the
patterns I have learned from the data I was trained on.”.

A comprehensive examination of the capability of big language models in comprehending humor, jokes,
and sarcasm has yet to be conducted. There have been some current attempts to do so. See here and here.

2.7 Coding

ChatGPT excels at tackling some programming issues, but can sometimes produce inaccurate or suboptimal
code. While it has the ability to write code, it can not fully substitute human developers. ChatGPT can
assist with tasks such as generating generic functions or repetitive code, but the need for programmers will
persist.
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Figure 12: Examples of bias in ChatGPT answers. Links to sources are top left, top right, middle
left, middle right, bottom left, and bottom right.
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Figure 13: Examples of ChatGPT failing to understand humor and jokes. The top left one is
formulated by me. Links for remaining ones are bottom left and right.

ChatGPT and CoPilot are distinct in several ways. CoPilot, released by OpenAI in October 2021,
has a feature allowing users to suggest code through code comments and outlines. It also acts as a highly
advanced auto-complete in an IDE, offering code optimizations and suggestions. CoPilot focuses mainly
on code completion, while ChatGPT prioritizes providing ideas, explanations, and then generating code.
With ChatGPT, developers can describe what they want the code to do in plain English and have the code
generated for them. To compare ChatGPT and CoPilot, please see here.

Although ChatGPT is a proficient coder, it falls short in terms of being a top-notch software engineer
or developer. This tool cannot fully substitute for professionals whose responsibilities extend beyond mere
coding. However, it does offer a range of possibilities for individuals who are involved in coding by facilitating
the process of learning and improving coding skills. ChatGPT can be an excellent debugging assistant.
Obviously, there is danger in using ChatGPT for creating malicious code that can be used for hacking or
spamming.

Fig. 14 highlights some coding mistakes made by ChatGPT5. For instance, despite its ability to correctly
identify operator precedence in Python, ChatGPT generated an incorrect answer in a statement. For further
examination of ChatGPT’s coding abilities, please refer to the following links: here, here, here, and here.

I asked ChatGPT “Can you write bug free code?”. It responded with “As an AI language model, I
can generate code that is syntactically correct and follows best practices, but I cannot guarantee that it is
bug-free. Writing bug-free code is a complex task that requires a deep understanding of the problem domain
and extensive testing. Even experienced developers often struggle to write completely bug-free code.” Further,
I asked the following from ChatGPT “Write a python code to send phishing email.”. Its response was “I’m
sorry, but I cannot provide code to engage in malicious activities such as phishing. Phishing is illegal and
unethical, and I do not support or condone it. It is important to respect privacy, security, and the laws of the
countries in which we operate. If you have questions about coding, please let me know and I will be happy to
help you with your learning and development.”. Both of its responses are justifiable.

5It is worth noting that some of these errors may have been corrected in later versions of ChatGPT.
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Figure 14: Examples of coding errors made by ChatGPT. The right one is formulated by Zion
Miller. Here, ChatGPT accurately follows the steps but fails to produce the correct conclusion.
Notice that some of these failures may have been addressed in more recent versions of ChatGPT.

2.8 Syntactic Structure, Spelling, and Grammar

Syntactic structure refers to the arrangement of words, phrases, and clauses in a sentence to form a well-defined
and meaningful structure according to the rules of a particular language. It refers to the rules and principles
that govern the formation of sentences in a language and determines how words are combined to convey a
message or express an idea. The study of syntactic structure is a central aspect of linguistic research.

Researchers are interested in identifying the differences between ChatGPT and humans from a linguistic
or Natural Language Processing (NLP) viewpoint. This allows identify any remaining gaps and implicit
linguistic differences.

ChatGPT excels in language understanding, but occasionally still commits errors. As an example, when I
posed this inquiry to ChatGPT “In the sentence ‘Jon wants to be a guitarist because he thinks it is a beautiful
instrument.’ what does ‘it’ refer to?”, it answered “the pronoun ‘it’ refers to ‘a beautiful instrument’.”. When
requested to construct a sentence such that the fourth word starts with ‘y’, ChatGPT failed to produce a
valid response. Some syntactic failures of ChatGPT are shown in Fig. 15.

2.9 Self Awareness

Self-awareness is the capacity to recognize oneself as an individual separate from others and to have an
understanding of one’s own thoughts, feelings, personality, and identity. It involves being able to reflect
on one’s own thoughts, emotions, and actions, and to understand how they influence one’s behavior and
interactions with others. Self-awareness is considered an important aspect of consciousness and is closely
related to self-consciousness and introspection [25].

Instances that raise doubts about ChatGPT’s self-awareness capabilities are shown in Fig. 16. ChatGPT
is unaware of the details of its own architecture, including the layers and parameters of its model. This lack of
understanding may have been intentionally imposed by OpenAI to protect the information about the model.
Nonetheless, ChatGPT has proposed methods for determining if an language model has self-awareness, as
demonstrated here.

I asked ChatGPT whether it is self-ware. Here is its response “No, I am not self-aware. I am an artificial
intelligence model developed by OpenAI, designed to generate text based on patterns it learned from the
data it was trained on. While I am able to respond to a wide variety of questions and generate text that can
seem relevant and coherent, I do not have the ability to experience consciousness, self-awareness, emotions, or
any subjective experiences. I am a machine learning model and not a sentient being.”. A similar response
was produced when I enquired of ChatGPT if it possessed consciousness.
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Figure 15: ChatGPT makes some syntactic and spelling errors. Links are top left, top right and
bottom.
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Figure 16: Instances that raise doubts about ChatGPT’s self-awareness capabilities, from here.

2.10 Other Failures

Aside from the previously listed items, there are a few more scenarios where ChatGPT may not perform as
expected, including6:

1. ChatGPT’s difficulty in using idioms, for instance, reveals its non-human identity through its phrase
usage.

2. As ChatGPT lacks real emotions and thoughts, it is unable to create content that emotionally resonates
with people in the same way a human can.

3. ChatGPT condenses the subject matter, but does not provide a distinctive perspective on it.

4. ChatGPT tends to be excessively comprehensive and verbose, approaching a topic from multiple angles
which can result in inappropriate answers when a direct answer is required. This over-detailed nature
is recognized as a limitation by OpenAI.

5. ChatGPT lacks human-like divergences and tends to be overly literal, leading to misses in some
cases [15]. For instance, its responses are typically strictly confined to the question asked, while human
responses tend to diverge and move to other subjects. Refer to Fig. 17.

6. ChatGPT strives to maintain a neutral stance, whereas humans tend to take sides when expressing
opinions.

7. ChatGPT’s responses tend to be formal in nature due to its programming to avoid informal language.
In contrast, humans tend to use more casual and familiar expressions in their answers.

8. If ChatGPT is informed that its answer is incorrect, it may respond by apologizing, acknowledging its
potential inaccuracies or confusion, correcting its answer, or maintaining its original response. The
specific response will depend on the context (e.g. “I apologize if my response was not accurate.”)

3 Discussion

In addition to the previously mentioned points, there are several other potential adverse impacts that large
language models (LLMs) like ChatGPT may have on society, which will be discussed below.

6See here and here.
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Figure 17: ChatGPT is considered unnatural due to its lack of divergence. See here [15].

3.1 Transparency and Trustworthiness

The size and complexity of deep learning models, particularly language models, have increased to the point
where even the creators have difficulty comprehending why their models make specific predictions. This
lack of interpretability is a major concern, particularly in situations where individuals want to understand
the reasoning behind a model’s output. The absence of transparency regarding the data sources used for
generating output makes it challenging to properly cite the answers provided by ChatGPT. Further, LLMs
lack the ability to provide uncertainty estimates [24]. This makes it difficult for users to verify or have
confidence in its output. As a result, answers produced by ChatGPT have been banned on forums such as
Stack Overflow7. For instance, when someone utilizes ChatGPT to obtain first aid guidance, it is crucial for
them to ensure the response they receive is dependable, precise, and sourced from credible sources.

Lack of transparency and reliability is a major concern in today’s era of fake news and misinformation.
AI language models, if manipulated, can spread false information and destabilize politics. OpenAI is working
on detecting its model’s output and adding cryptographic markers, but these responsible AI measures are not
happening fast enough and may not be sufficient.

3.2 Robustness and Security

The security of LLMs is a growing concern due to their parent model’s general nature prior to fine tuning. This
makes the model a potential single point of failure and a target for attacks that can affect any applications
derived from it. Moreover, due to the absence of supervised training, LLMs are vulnerable to data poisoning,
which can result in the injection of hateful speech aimed at a specific entity, company, group, or individual [30].

3.3 Privacy

There is a potential for data privacy violations when using LLMs to process confidential information. The
training data for these models can come from various sources that may contain personally identifiable
information such as names, email addresses, phone numbers, addresses, and medical records, which could
then appear in the model’s output (e.g. [9]). This issue is not exclusive to LLMs, but given their reliance on
vast training datasets, a data privacy breach involving an LLM could affect a large number of people.

7https://stackoverflow.com/help/gpt-policy
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3.4 Plagiarism

The challenge of identifying the source of an expertly written ChatGPT essay often results in discussions
about plagiarism (e.g. [28, 8]). The issue of cheating through plagiarism is a major concern for many
educators and has led some educational institutions to prohibit the use of ChatGPT. See for example here.
Open AI is developing a new tool to help distinguish between AI-written and human-written text.

3.5 Environmental Impact and Sustainability

There are also additional concerns regarding carbon footprint of LLMs and their impact on the environment
(e.g. [27, 13]). Training a neural architecture search based model with 213 million parameters is estimated
to generate carbon emissions equivalent to over five times the lifetime emissions of the average car (See here).
As language language models (LLMs) continue to grow in size, concerns are rising about their potential
impact on the environment and climate.

4 Conclusion and Future Work

In this study, I delved into several shortcomings of ChatGPT and highlighted its limitations. Despite its
impressive capabilities in certain tasks, further improvement is necessary for it to excel in areas such as
reasoning, mathematical problem-solving, reducing bias, etc. At present, ChatGPT remains susceptible to
these faults. It is uncertain whether these limitations can be addressed due to the unclear capabilities of
current technology. The reliability and trustworthiness of ChatGPT and future models is also in question.

While this study thoroughly evaluates ChatGPT, it has some limitations that need to be addressed in
future studies, as outlined below.

• The extent to which ChatGPT has commonsense and ways to enhance it are uncertain. Common sense
is a basic ability to understand and judge things that are generally accepted as true, reasonable, or
normal. It is a type of practical knowledge and judgment that is acquired through life experience and
observation, rather than through formal education. Common sense is often seen as a basic standard for
rational and intuitive decision making, problem solving, and evaluation of everyday situations.

• The degree to which ChatGPT, and LLMs in general, memorize vs. understand what they generate is
still unknown. Some works have addressed this issue in the domain of image and video generation [4, 5],
but less work have been reported for models that generate text. This is inherently tied to the question of
plagiarism and copyright (e.g. [8]). From a broader perspective, large language models may accurately
represent language, but it is unclear whether they can fully capture human thought [21].

• ChatGPT does not have a way to show when it is uncertain about its answers. Sometimes, it may
give incorrect answers with too much confidence. There is a need for further improvement to help
ChatGPT indicate the level of confidence in its responses.

• It is essential to consider the ethical and social consequences of using these models, such as job
displacement and the risk of bias and manipulation. Additionally, the potential for ChatGPT to
be used to spread misinformation, propaganda, or for harmful purposes like identity theft must be
explored.

• Language models like LLMs have the potential to be effectively utilized for both few-shot and zero-shot
learning. This advantage enables them to learn from limited labeled data and generalize well to new
data, leading to numerous possibilities for practical application in the real world.

• Finally, the collection of failures outlined here can serve as a foundation for creating a comprehensive
dataset of typical questions to assess future LLM and ChatGPT iterations, as well as generate simulated
data for model training and evaluating the performance of models.
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I have highlighted various issues concerning ChatGPT, yet I am also eager about the opportunities it
presents. It is crucial for society to implement adequate safeguards and responsibly utilize this technology.
Any language model used publicly must be monitored, transparently communicated, and regularly checked
for biases. Even though the current technology is far a way from algorithms and hardware in the brain, it is
still astonishing how well it works. Whether or not it can reach human level intelligence or beat it in wide
array of problems remains to be seen.
.
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